Naveed Khan

Senior Support Escalation Engineer | Azure Networking | Network Security

India | khannaveed2020@outlook.com
Linkedin | GitHub | Credly | PowerShell Gallery

PROFESSIONAL SUMMARY

Senior Support Escalation Engineer with more than 15 years of experience across Azure networking, enterprise
networking, network security, managed services and technical escalation support. More than six years at Microsoft
resolving complex production incidents for strategic enterprise customers across hybrid connectivity, routing, DNS,
VPN, firewall, load-balancing and application-delivery services. Earlier roles included administering 800+ network
devices, completing 400+ firewall operating-system upgrades, supporting 150+ firewalls and delivering managed
security services to 30+ global customers.

CAREER HIGHLIGHTS

* Own complex Azure networking escalations, coordinate support and engineering investigations, and translate diagnostic
evidence into customer updates and practical remediation guidance.

* Published three PowerShell modules with 400+ combined downloads: NetTrace, DebugURL and PrivateDNSZones.

* Use PowerShell, Azure CLI and ARM templates in technical investigations; use Terraform and Git for repeatable lab
deployments and rapid investigation only.

* Built Al agents with Copilot Studio to automate internal tasks, improve engineering efficiency and support operational
workflows.

TECHNICAL EXPERTISE

Azure networking: Virtual Network, ExpressRoute, VPN Gateway, Application Gateway/WAF, Azure Firewall, Load
Balancer, Private Link, Front Door, Traffic Manager, Bastion, Azure NAT Gateway, DNS, DDoS Protection and hybrid
laaS/PaaS connectivity.

Enterprise networking: TCP/IP, routing, switching, BGP, OSPF, VLANs, VPN, NAT, high availability, packet
analysis, capacity review and service restoration.

Network security: Check Point, Fortinet, Juniper SRX and NetScreen, Palo Alto, Cisco, HP and Blue Coat; firewall
policy, rule-base review, web and email security, and multi-vendor troubleshooting.

Support and operations: Strategic escalations, major incidents, outage coordination, root-cause analysis, problem
and change management, ITIL, SLA delivery, risk documentation, customer communication and engineer mentoring.

Tools and automation: PowerShell, Azure CLI, ARM templates, Wireshark, Log Analytics, ArcSight, Tufin
SecureTrack, NNMi, HP Service Manager, Remedy, STRM, NSM and JUNOS Space.

Applied labs: Terraform and Git for lab deployment; Ubuntu LTS and Docker homelab.
PROFESSIONAL EXPERIENCE

Microsoft | May 2024 — Present
Senior Support Escalation Engineer

* Resolve complex Azure networking escalations for strategic enterprise customers and coordinate frontline support and
engineering investigations to diagnose production failures and restore service.

* Lead high-impact incident analysis and customer communication across hybrid connectivity, routing, DNS, VPN, firewall,
load-balancing and application-delivery scenarios.

* Analyse traffic and platform logs, maintain risk registers and provide capacity-planning guidance during customer reviews.

* Mentor engineers, contribute Azure networking knowledge to Microsoft Copilot training and build Al agents with Copilot
Studio to automate internal tasks and improve engineering workflows.

Microsoft | Apr 2022 — Apr 2024

Support Escalation Engineer

* Drove outage and large-scale incident resolution, coordinating engineering investigations around customer business
priorities.

* Managed incident, configuration and process-management activities for complex customer situations and production
incidents.

» Used Azure diagnostic data, traffic evidence and packet analysis to isolate faults and provide clear remediation guidance.

Microsoft | Mar 2020 — Apr 2022

Azure Network Engineer

* Deployed, configured and diagnosed Azure networking PaaS services: Virtual Network, VPN Gateway, ExpressRoute,
Load Balancer, Application Gateway, Azure Firewall and DNS.

* Reproduced production issues using PowerShell, Azure CLI and ARM templates; advised customers on cloud onboarding
and coached engineers on systematic network troubleshooting and support readiness.


https://www.powershellgallery.com/profiles/TheLastHorcrux
https://www.credly.com/users/naveed-khan.bc5811d0/badges
https://github.com/khannaveed2020
https://www.linkedin.com/in/naveedkhan0266
mailto:khannaveed2020@outlook.com

Mphasis | Jan 2017 — Mar 2020
Senior Principal Infrastructure Engineer

* Administered 800+ network devices globally across Check Point and Fortinet firewalls, Blue Coat proxies, and HP routers
and switches.

* Completed 400+ firewall operating-system upgrades across research and development labs and global data centres;
deployed patches, implemented policy changes and resolved VPN faults.

* Isolated infrastructure faults using ArcSight, firewall logs and NNMi while maintaining change and ticket records in HP
Service Manager.

* Provided Tier 2 and Tier 3 infrastructure support and received quarterly awards for customer-focused delivery.

HCL Infotech | Oct 2015 — Jan 2017

Senior Security Analyst

* Administered 150+ firewalls across data centres and resolved Tier 2 and Tier 3 incidents on Check Point Gaia R77.3,
Juniper SRX and NetScreen.

* Implemented firewall policies, routing, NAT and VPN changes through Check Point Provider-1, NSM and JUNOS Space.

* Traced connection failures using STRM and NSM logs and optimised firewall rule bases with Tufin SecureTrack.

* Documented changes in Remedy for peer and vendor review and supported firewall clean-up and rule optimisation work.

Wipro Infotech | Oct 2010 — Oct 2015

Senior Network and Security Engineer

* Delivered 24/7 managed security services to 30+ global customers across Check Point, Cisco, Juniper, Fortinet, Palo Alto
and web and email security platforms.

* Configured firewall policies, NAT, VPN tunnels and high-availability clusters and investigated network and security
incidents.

* Performed first-level incident analysis, handled user-access management requests and investigated network and security
alerts using monitoring tools.

* Coordinated root-cause analysis with vendors, maintained service availability and produced monthly MIS reports covering
infrastructure changes and production impact against SLA commitments.

* Created ITIL-aligned operating procedures and trained Level 1 and Level 2 engineers.

PROJECTS AND APPLIED LEARNING

Open-source PowerShell: Published NetTrace for Windows diagnostics, DebugURL for DNS, TLS and HTTP
analysis, and PrivateDNSZones for Azure DNS automation; 400+ combined downloads.

Infrastructure as Code labs: Use Terraform and Git for repeatable lab deployments, version control and rapid
technical investigation. Lab experience only.

Linux and containers: Deploy and configure Ubuntu LTS and Docker in a homelab for testing and hobby projects.
Microsoft Global Hackathon: Built practical solutions with Al-assisted coding in 2024, 2025 and 2026.

CERTIFICATIONS AND PROFESSIONAL DEVELOPMENT

Cybersecurity: ISC2 Certified in Cybersecurity.

Microsoft credentials: AZ-700 Azure Network Engineer Associate; AZ-104 Azure Administrator Associate; AZ-720
Azure Support Engineer for Connectivity Specialty; AZ-900 Azure Fundamentals; Al-900 Azure Al Fundamentals;
AB-730 Al Business Professional; AB-731 Al Transformation Leader.

Networking and security credentials: Check Point CCSA R77; Cisco CCNA; CCNA Security; Cisco Certified
Specialist — Web Content Security.

Professional development: Kepner-Tregoe Problem Solver; Linux Academy and Linux Foundation learning;
Wireshark.

INTERESTS AND ACTIVITIES

Flying: More than 10 hours of hands-on flight experience in a Cessna 172; aviation simulation on VATSIM and IVAO.
Scuba diving: Scuba diving in the Indian Ocean.

EDUCATION

Diploma in Computer Science Engineering: JSS PPH, Mysore, India | 2007 — 2010 | GPA 8.3/10
SSLC Class 10: JVD High School, India | 2006 — 2007 | GPA 6.1/10

ADDITIONAL INFORMATION

Languages: English, Hindi and Urdu (fluent); Kannada (professional working proficiency); Tamil, Arabic and Indian
Sign Language (basic).



